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Pune Senior Citizen Duped of 1.57 Crore in Share Market Scam

Incident

A senior citizen in Pune suffered a financial loss of 1.57 crore after becoming a victim of a
stock market investment fraud. The individual was lured with promises of lucrative returns
through online trading platforms and was gradually convinced to invest larger sums.

Modus Operandi

The fraudsters contacted the victim through mobile commmunication and invited him to join
an online investment group. Initially, small investments yielded returns, which created a
sense of trust and credibility. Once confidence was established, the victim was persuaded to
invest significantly larger amounts. After siphoning substantial funds, the perpetrators
ceased communication, and their contact numbers became inactive.

Action Taken

The victim filed a complaint with the Cyber Police Station in Pune. Authorities have initiated
an investigation to trace the perpetrators, their methods of operation, and the financial
channels used to divert the funds. Efforts are being made to identify digital footprints and
track the money trail.

Key Concern

This case underscores the growing threat of online investment frauds that exploit
trust-building tactics and the appeal of quick financial gains. The incident highlights the
importance of exercising caution while engaging with unsolicited investment offers and
verifying the authenticity of trading platforms. Enhanced public awareness campaigns and
stronger monitoring of online investment schemes are critical to safeguarding potential
victims.

Inter-state Cybercrime Racket Busted;
4 Held With 10 Lakh Cash

Incident

An inter-state mule account racket has been dismantled, which was responsible for duping
many victims across the country and causing significant financial losses. Multiple arrests
were made as part of the operation, resulting in the disruption of the fraudulent network.

Modus Operandi

The racket operated through mule accounts created and maintained at scale. Investigations
revealed that over 300 mule accounts were involved, with approximately 100 traced to a
single location. These accounts were used to launder fraudulent proceeds, enabling the
perpetrators to disguise and transfer illicit funds across jurisdictions.

Action Taken

Authorities conducted a coordinated operation leading to the arrest of several individuals
associated with the network. A substantial recovery was made, including cash, electronic
devices, debit cards, SIM cards, and passbooks linked to the fraudulent transactions. The
seized materials are expected to provide critical evidence for further investigation.

Key Concern

The incident highlights the growing misuse of mule accounts in large-scale financial frauds.
Such accounts are instrumental in obscuring money trails and pose a serious challenge for
law enforcement and financial institutions. Strengthening due diligence, enhancing fraud
detection systems, and raising public awareness about the risks of sharing personal banking
details remain critical to mitigating such threats.

Hyderabad Cyber Crimes Police bust trading and insurance
frauds worth 2.6 crore

Incident

Two separate financial fraud cases were reported, resulting in a combined loss exceeding
2.6 crore to victims in Hyderabad. Law enforcement agencies made multiple arrests linked
to both cases, which involved a trading scam and an insurance fraud.

Modus Operandi

In the first case, the perpetrators used targeted social media advertisements to lure victims
into investing in a fraudulent trading platform. Victims were initially shown fabricated profits
to build trust but were later coerced into paying additional amounts under the pretext of
“taxes” required for fund withdrawal.

In the second case, fraudsters impersonated officials from a grievance redressal system in
the insurance sector. They promised reimbursement of significant insurance claims and
exploited the victim’s trust to facilitate large-scale financial losses.

Action Taken

Law enforcement agencies arrested multiple individuals involved in both cases. In the
trading fraud, key suspects linked to shell companies and money transfers were detained,
and electronic devices and financial documents were seized. In the insurance fraud case,
individuals impersonating officials were taken into custody for orchestrating the scheme.
Investigations are ongoing to trace additional collaborators and recover the diverted funds.

Key Concern

These cases emphasize the increasing sophistication of financial frauds that exploit both
investment aspirations and insurance vulnerabilities. The use of digital platforms and
impersonation tactics highlights the urgent need for continuous vigilance, stricter
monitoring of online advertisements, and stronger identity verification processes. Awareness
among individuals regarding unsolicited investment and insurance offers remains critical to
preventing similar incidents.
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Cyber-crime syndicate busted in Jharkhand, CID identifies 15K
mule accounts linked to investment scam

Incident

A large-scale cyber fraud network has been uncovered in Jharkhand, involving over 15,000
mule bank accounts used for concealing funds obtained through fraudulent investment
schemes. The operation was coordinated with the Indian Cyber Crime Coordination Centre
under the Ministry of Home Affairs.

Modus Operandi

Cybercriminals leveraged mule bank accounts to obscure illicit financial flows linked to
fraudulent investment activities. Layer-1 mule accounts, which engaged in high-value
transactions of 10 lakh or more, were specifically identified as being central to the
laundering process. These accounts were used to channel fraudulently obtained funds
across multiple states, thereby creating a complex financial trail designed to hinder
detection.

Action Taken

A special operation was initiated based on intelligence received from the centralized 14C
portal. As part of the effort, an FIR was registered against 40 high-value mule accounts, with
multiple arrests made to date. Seized accounts and materials are undergoing forensic
scrutiny to track fund movements. Investigations confirm interstate syndicate operations
with linkages across several states, and further enforcement actions are in progress.

Key Concern

The scale of this fraud underscores the significant threat posed by organized cybercrime
groups exploiting the banking system through mule accounts. The use of high-value
transactions and interstate linkages highlights vulnerabilities in financial monitoring and
regulatory enforcement. Strengthening inter-agency coordination, enhancing bank-level
due diligence, and improving real-time monitoring of suspicious transactions are critical
steps required to mitigate such risks.

X4 Crore Fake Bank Account Fraud Detected in Bhopal During
IT Investigation

Incident

A significant financial fraud has been reported in Bhopal, where a bank account was
fraudulently opened using stolen identity documents and subsequently used for
transactions amounting to nearly X4 crore over a period of three years. The matter came to
light when the victim received an income tax notice highlighting unexplained financial
activities linked to the account.

Modus Operandi

The fraud originated in 2021 when identity documents provided for the purchase of an
insurance policy were misused to open a bank account without the victim's knowledge.
Forged documentation enabled the creation of the account, which was later used for
large-scale transactions suspected to be linked to cybercrime activities. Investigations
suggest that a SIM card obtained through forged documents was also used to operate the
account as a mule account.

Action Taken

Authorities initiated an investigation following the victim's complaint. Preliminary inquiries
confirmed that the account had been opened through forgery and that key details, including
the victim’s signature and contact information, were falsified. Law enforcement has begun
examining potential lapses in banking oversight, and further inquiry into the role of the
individuals and supporting entities involved is ongoing.

Key Concern

The case highlights the severe risks associated with identity theft and the exploitation of
personal documents for fraudulent purposes. It underscores vulnerabilities in bank
verification processes and the need for more stringent due diligence in account opening
procedures. Strengthening identity validation mechanisms, ensuring accountability among
financial institutions, and enhancing public awareness on safeguarding personal documents
are critical measures to prevent similar incidents.
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